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Data Privacy Alert: PimEyes Facial Recognition Technology and the Illinois Biometric Information Privacy Act

PimEyes and the Illinois Biometric Information Privacy Act 
PimEyes is a facial recognition search engine that provides users 
with the ability to search for images of individuals across the 
internet. For instance, a user could take a photo in a courthouse, 
upload it to PimEyes, and find photos and links that would provide 
the user with the photo-subject’s identity and online presence. 
PimEyes can identify individuals from a crowded stadium, 
individuals wearing masks or face covering, and individuals from 
unusual angles. This program raises privacy concerns for 
everyone. PimEyes has been used for cyberstalking, doxxing, and 
other nefarious online activity. PimEyes alleges that they do not 
offer any services in or for Illinois residents, referencing the 
Illinois Biometric Information Privacy Act (BIPA).  

BIPA establishes legal recourse for individuals whose biometric 
data is mishandled, offering robust protection to Illinois residents. 
Nevertheless, the proliferation of new technologies has led to an 
increase in potential breaches of biometric privacy, underscoring 
the importance of safeguarding sensitive information in our rapidly 
evolving digital landscape. 

PimEyes’ Privacy Policy, updated on April 4, 2023, claims that 
PimEyes does not offer any services in Illinois or for Illinois 
residents and that PimEyes implemented all possible technical 
measures to block all data that can reasonably be linked with 
Illinois or Illinois residents. However, it is important to note that 
images of Illinois residents still appear in search results. Although 
the PimEyes Privacy Policy states that no services are offered in 
Illinois or for Illinois residents, we were able to access the service 
through an Illinois computer and cell phone obtain photograph 
search result of four Illinois residents. A successful search of four 
Illinois residents (three locally-known public figures and one 
private citizen) via PimEyes.com in late April of 2023 indicate that 
PimEyes is still operational in Illinios. While this may constitute a 
violation of BIPA, it is important for consumers who are 
concerned with their privacy to opt out of the program.  

Opting Out of PimEyes:  
Any person who does not want their image to be publicly 
accessible through the PimEyes program should opt out, regardless 
of where they live.  

Please use these instructions, and not the information conveyed by 
PimEyes user instructions, to opt-out of the program. 

PimEyes opt-out instructions claim that users need to provide a 
copy of their ID complete with name and surname, which “must 
always be visible” when opting out of the program (it instructs 
users to “anonymize” other data such as address, DOB, etc.). 
Contradictorily, the “fine print” of the privacy policy states all 
information aside from the photo on the ID need to be anonymized 
(including name and surname). The CCSAO Consumer Fraud Unit 
urges Illinois residents against providing name or surname 
information to PimEyes when opting out of the program. Note: 
whether this practice is a mere oversight or a potentially deceptive 
practice has not yet been determined. However, given the privacy 
risks associated with giving a foreign entity confirmation of 
personally identifying information, it is highly recommended that 
users do not provide name and surname when opting out of the 
program.    

Opt-Out Instructions: 

1. Visit www.pimeyes.com/en/opt-out-request-form and submit
a photo (ideally a “selfie”) of your face.

a. Make sure that there is no other personally
identifying information in the background of the
photo.

b. For security, use a screenshot of the selfie to remove
all metadata from the picture.

2. Follow instructions to include an anonymized version of a
Passport or ID Card. Make sure to blur out everything except
for your face in the photo (i.e. name, surname, DOB,
signature, address, ID number, etc.) The website instructions
most readily available to consumers indicate that you must
not blur your name or surname. However, the privacy policy
explicitly states that users are encouraged to blur out
everything except for their face.

3. Provide an email address for confirmation that you have
opted-out of the system.

If you believe that you are a victim of deceptive practices,
please contact the Cook County State’s Attorney’s Office
Consumer Fraud Unit at Tel (312)-603-8600 or at
www.cookcountystatesattorney.org/resources/consumer-fraud

http://www.pimeyes.com/en/opt-out-request-form

