Proposal Narrative

Purpose of the Project

Why you are applying for the grant

Cyber-enabled crime has become one of the fastest growing public safety threats
facing Cook County, lllinois, and the nation. Unlike traditional financial crimes, today's
offenders operate across municipal, state, national, and international boundaries using digital
infrastructure to target victims, launder criminal proceeds, and conceal their identities.
Organized criminal enterprises, including transnational criminal organizations (TCOs), cartel-
affiliated financial facilitators, online fraud syndicates, and cybercrime networks now rely
heavily on cryptocurrency, encrypted communications, digital payment platforms, and
blockchain technology to support their criminal operations. These organizations routinely
victimize residents of Chicago and Cook County through cryptocurrency investment fraud,
business email compromise, romance scams, sextortion, elder fraud, ransomware, account
takeovers, synthetic identity fraud, and other cyber-enabled financial crimes. While victims
are local, the perpetrators, infrastructure, and financial transactions frequently span multiple
jurisdictions and countries, making these investigations inherently transnational.

The criminal ecosystem supporting these offenses extends well beyond individual
fraud schemes. The same financial networks used to facilitate online fraud are increasingly
linked to narcotics trafficking, human trafficking, firearms trafficking, child exploitation, money
laundering, and other organized criminal enterprises. Cryptocurrency has become the
preferred mechanism for rapidly moving and concealing illicit proceeds, allowing criminal
organizations to exploit jurisdictional barriers and outpace traditional investigative methods.
The challenge facing Cook County is not simply investigating cybercrime—it is coordinating
the diverse agencies, industries, and jurisdictions necessary to disrupt sophisticated criminal
networks. Financial institutions may identify suspicious transactions; local police departments
receive initial reports; federal agencies investigate international organizations; cryptocurrency
exchanges maintain critical records; and prosecutors ultimately assemble legally admissible
evidence capable of securing convictions. Without a centralized mechanism for coordination,
critical intelligence remains fragmented, investigations are delayed, opportunities for asset
recovery are lost, and organized criminal organizations continue operating with limited
disruption. Cyber-enabled crime therefore requires a collaborative response that is equally
interconnected. Effective investigations depend upon the rapid exchange of financial
intelligence, blockchain analysis, digital evidence, investigative expertise, victim services, and
prosecutorial guidance across agencies and sectors.

The Cook County State's Attorney's Office (SAO) is uniquely positioned to lead this
effort. As the jurisdiction responsible for prosecuting criminal offenses throughout Cook
County, the State's Attorney's Office serves as the common point of intersection among local
law enforcement, federal agencies, financial institutions, regulatory partners, and the courts.
Prosecutors are uniquely situated to identify evidentiary requirements early in investigations,
coordinate investigative priorities, facilitate intelligence sharing, preserve digital evidence,
pursue asset forfeiture, and ensure investigations are developed with successful prosecution
in mind. To ensure strong coordination and communication the SAO will dedicate one
Assistant States Attorney to the project.

Project goals/objectives and why they were selected

The overarching goal of the Cybercrime Program is to prevent, enforce, and
prosecute cybercrimes against individuals. To achieve this goal, the Program will have two
objectives. Objective One: Increase proactive investigations and complex vertical
prosecutions of cyber/financial enabled crimes perpetrated against vulnerable
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populations including seniors, youth, victims of human trafficking, domestic violence,
sexual assault and targeting organizations that profit from this illicit activity including
violent street gangs and transnational organized crime groups. The SAO will enhance
the Crypto and Cyber Financial Crime Task Force (Task Force) to serve as a prosecutor-led
multidisciplinary partnership dedicated to disrupting cyber-enabled criminal organizations,
strengthening investigations, supporting victims of vulnerable populations, increasing asset
recovery, and improving prosecutions involving cryptocurrency and other digital financial
technologies. Having a dedicated prosecutor added to the Task Force will give a point of
contact for all cases; this will expand the number of cases prosecuted and allow the SAO to
handle these cases with additional expertise through a vertical prosecution approach, one
where a single prosecutor will handle the case from the beginning stages through the court
proceedings to a case resolution. The prosecutor will help train cybercrime specialist ASA’'s
that can assist in these cases and enhance the SAO bandwidth and ability to handle these
cases. It will also allow the SAO to build stronger partnerships with the private sector and
local, state and federal law enforcement. Adding members from the SAQO Victim Services
Bureau (VSB) to the Task Force, we will ensure victims’ needs are being met throughout the
criminal process. Although we are attempting to do these activities now, the demands of
building these partnerships and prosecuting these cases assigned to other areas are less
than optimal.

Objective Two: Increase law enforcement, prosecutor, and public knowledge of
cybercrimes. The grant-funded ASA will work with victim service providers, community
organizations and law enforcement to develop and provide training on cybercrimes to local
prosecutors, judges, and judicial personnel relating to cyber-enabled crimes against
individuals. In addition to training those in the criminal justice system, this program will also
reach out to community groups, senior centers, and schools to provide awareness and
education regarding cyber-related offenses.

Through the OVW FY26 Local Law Enforcement Grant for Enforcement of
Cybercrimes funding, Cook County will create the Cook County Cybercrimes Program to be
implemented by the SAO. The SAO serves as the lead coordinating agency for this initiative
because prosecutors occupy a unique role that extends across every stage of the criminal
justice process. Presently, many law enforcements identify these criminal acts, but the units
do not act until the target is arrested. Approaching prosecutions with a focus on cyber and
financial crime offers alternative and possibly more effective routes of intervention in many
cases.

Under the leadership of the State's Attorney's Office, the Task Force convenes
partners from: municipal police departments throughout Cook County; federal law
enforcement agencies; state investigative agencies; financial institutions; cryptocurrency
exchanges and compliance partners; financial intelligence professionals; regulatory agencies;
victim advocacy organizations; cybersecurity specialists; and other prosecutor's offices. This
prosecutor-led model allows investigative strategies to be developed with prosecutorial
requirements in mind from the earliest stages of an investigation. Rather than building cases
after investigations are completed, prosecutors work alongside investigators to identify
evidence, preserve digital records, pursue legal processes, coordinate asset recovery, and
prepare cases for successful prosecution.

The Task Force also facilitates real-time information sharing among participating
partners, allowing emerging fraud patterns, cryptocurrency wallets, malicious domains,
organized criminal networks, and investigative leads to be rapidly disseminated across
jurisdictions. To support these collaborative investigations, the Financial Crimes Unit of the
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SAO has developed a specialized Cryptocurrency Investigative Support Team equipped with
advanced blockchain analytics and digital financial investigative capabilities.

The SAO will develop and implement an innovative approach to reduce the violence
perpetrated by criminal enterprises by improving the prosecution success of perpetrators and
facilitators of crimes against vulnerable populations including human trafficking, elder financial
exploitation, domestic violence, sexual assault and child exploitation to name just a few of the
crimes, by attacking their ability to recruit and market the crime while disrupting their illegal
access to the money, and target offenders who use the internet to commit these types crimes.
The Cyber and Financial Crime Unit (FCU) will hire and dedicate an experienced
Cyber/Financial Crimes prosecutor (FCP) that will coordinate and be dedicated to targets and
enterprises that commit or support crimes such against vulnerable populations such as in
human trafficking, domestic violence, and sexual assault. The FCU will work collaboratively
with units within the SAO to more effectively and swiftly combat the increase in violent crime
that has become endemic in Chicago and Cook County. The ASA will break out of traditional
silos and work with units and bureaus across the office to ensure that cases get additional
resources and expertise. There will be close coordination with specific units including: the
Gun Crimes Strategy Unit (GCSU), Complex Narcotics Unit (Complex), Human Trafficking
Unit, the VSB, Special Victims Bureau, and the Community Engagement Team.

By funding a full-time prosecutor with expertise in cyber and financial crime evidence,
as well as crimes involving human trafficking, sexual assault, the elderly and domestic
violence, the Program will be able to proactively build cases and preserve evidence through
the legal process more effectively. In addition, the FCP will create and implement training and
education programs/modules to increase knowledge, expertise, and understanding of
cybercrimes, their interaction with vulnerable populations and crimes such as sexual assault,
domestic violence, dating violence, stalking, and human trafficking, and ways to more
effectively address needs of these victims. The ASA will be 100% dedicated to the program
and assigned to the Cyber and Financial Crimes Unit within the SAO. The ASA will: 1) support
proactive and reactive investigations of cyber-related crimes on local, state, and federal
levels; 2) provide trainings related to cybercrimes for law enforcement and prosecutors; and
3) work to educate and increase community knowledge about cybercrimes and the
connections within vulnerable populations with crimes in domestic violence, sexual assault,
and human trafficking to list a few crimes impacted.

While efforts exist to address internet crimes, financial crimes, domestic
violence/sexual assault, and human trafficking, the work tends to be siloed. Within the SAO,
units dedicated to internet crimes against children, financial crimes, and human trafficking
typically operate independently, creating a need for specialized investigation and assessment
from a financial and cybercrimes expertise to hold perpetrators accountable. According to
Women Who Code!l, technology can be both a weapon and a shield in domestic violence
situations. Perpetrators may use technology to stalk and harass their victims, making it
challenging for individuals to escape the abuse, including using location-tracking apps and
social media to monitor victim’s whereabouts. Social media and messaging apps can also
extend to harassing or threatening victims, making it harder for them to escape the situation.
Threats may include using explicit images or videos to blackmail or shame their victims, which
can be especially dangerous in same-sex relationships where the perpetrator may be outing
their partner’s sexual orientation or gender. SAO does not have a dedicated ASA that can
train, prosecute, and educate on the intersectionality between human trafficking, domestic
violence, sexual violence, and cybercrimes. Prosecuting gender-based violence by centering
financial and cybercrime elements ensures cases proceed when victims are reluctant to
participate. Currently, outreach efforts educate the public about domestic violence and human
trafficking. Internet safety measures are targeted toward youth and lack information about
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Purpose of the Project

other cybercrimes such as cyberstalking and identity theft. With a focus on various forms of
gender-based violence, financial crimes, and cybercrimes, the grant-funded ASA will offer a
wider scope of information to varying ages and audiences. The pervasive crime in Cook
County produces ever-mounting costs for a vast array of stakeholders amidst a state budget
that is already bulging at the seams. Currently, Cook County does not have funds for this
requested program personnel. Federal assistance would provide crucial resources necessary
to add a dedicated prosecutor that would be a conduit to law enforcement, the private sector,
and the community and help employ a groundbreaking holistic approach to crime in Cook
County.

1 https://womenwhocode.com/blog/understanding-the-impact-of-technology-on-domestic-
violence/ Accessed on July 3, 2025.

Communities that will be served

The proposed project will serve victims of cyber-related crimes involving financial
scams and schemes including emails compromise, phishing, account takeovers, ransomware
attacks and sextortion. The project will work with seniors and youth both effected by scams
and extortion plots. Further it will work with populations that are exploited by these organized
crime groups to commit human trafficking, narcotic and gun sales, victims of domestic
violence and in Cook County, lllinois (which includes the city of Chicago). The U.S. Census
estimates that in 2024 there were over 5.1 million residents in Cook County, the second most
populous county in the US. Cook County boasts residents of diverse racial, ethnic, religious,
and socioeconomic backgrounds. Census data estimates for 2024 show that Cook County’s
population is: 40% White, 23% Black, 27% Hispanic, 8% Asian, 2% from a mixed
background, and .8% are American Indian. Over 16% of Cook County residents are age 65 or
older. Most residents speak English as their first language; however, over 35% of Cook
County residents speak a language other than English at home. Current socioeconomic
figures indicate that over 13% of residents live below the poverty level.

The victims of these crimes are not just limited to vulnerable populations but everyday
people who are educated in finance. The high level of victimization but an ever-increasing
criminal sophistication calls for timely and expert response by law enforcement and
prosecution. People from every part of our society are affected by these crimes, those who
are victims of affinity fraud and targeted by their ethnicity, religion of community connections
and others that are found at random from online solicitations.

What Will Be Done

For each goal: a) activities and who is responsible for them; b) how you will ensure victim
safety and/or offender accountability; and c) outcomes for knowing the goal was achieved,
and how the outcomes will be tracked.

Through the OVW FY26 Local Law Enforcement Grant for Enforcement of
Cybercrimes funding, Cook County will create the Cook County Cybercrimes Program to be
implemented by the Cook County State’s Attorney’s Office (SAQO). The goal is to develop and
implement a program to prevent, enforce, and prosecute cybercrimes against individuals.
Through this funding, we will address the following purpose areas. Purpose Area 2: Training
for State, Tribal, or local prosecutors, judges, and judicial personnel relating to cybercrimes
against individuals; Purpose Area 5: Assistance to State, Tribal, or local law enforcement
agencies in educating the public in order to prevent, deter, and identify violations of laws that
prohibit cybercrimes against individuals; Purpose Area 7. Assistance to State, Tribal, or local
law enforcement agencies to establish task forces that operate solely to conduct
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What Will Be Done

investigations, forensic analyses of evidence, and prosecutions in matters involving
cybercrimes against individuals; Purpose Area 8: Assistance to State, Tribal, or local law
enforcement agencies and prosecutors in acquiring computers, computer equipment, and
other equipment and Purpose Area 9: Assistance in the facilitation and promotion of sharing,
with State, Tribal, and local law enforcement agencies and prosecutors, of the expertise and
information of Federal law enforcement agencies about the investigation, analysis, and
prosecution of matters involving laws that prohibit cybercrimes against individuals, including
the use of multijurisdictional task forces.

Purpose Area 2: The grant-funded ASA will develop a checklist to help other units in the SAO
identify potential cyber/financial crimes. Prosecutors will be trained on identifying, preserving,
and presenting digital evidence, as well as the statutes and legal elements needed to
successfully prosecute cyber- and financial-related offenses. The grant will enable the SAO to
provide training and awareness presentations to a variety of audiences on cybercrime-related
topics. Community members and VSB staff will receive education on cybersecurity, strategies
to prevent cybercrime victimization, and steps to take if they become victims. Law
enforcement officers will be trained on building cybercrime cases, including digital evidence
collection, preservation and analysis, and best practices for subpoenas and search warrants.
Judges will receive training on cryptocurrency tracing and related cases to enhance their
understanding of digital evidence, foundational legal issues, and the issuance of search
warrants. Monthly meetings_between the grant-funded prosecutor and law enforcement will
facilitate the sharing of information and coordination on investigations. Sharing best practices,
creating a foundation for this evidence, and getting this evidence admitted in trial will improve
the prosecution of cyber related crimes.

Purpose Area 5: The Cook County State's Attorney's Office will lead a coordinated
community engagement strategy designed to reduce victimization, improve early reporting,
and strengthen community resilience against cyber-enabled financial crime. The Task Force
will partner with community organizations like AARP lllinois and Give an Hour, financial
institutions, law enforcement agencies, and victim service providers to deliver public
education campaigns focused on emerging cyber threats, cryptocurrency fraud, elder
financial exploitation, sextortion, romance scams, business email compromise, and other
technology-enabled crimes. Outreach efforts will include community forums, town hall
meetings, webinars, educational workshops, multilingual resource materials, and targeted
awareness campaigns for seniors, caregivers, students, and other populations at elevated
risk of victimization. The Cook County State's Attorney's Office will collaborate with AARP
lllinois to expand education and fraud prevention programming for older adults, caregivers,
financial professionals, and community organizations. Recognizing that victims of cyber-
enabled crime frequently experience significant emotional and psychological harm in addition
to financial loss, the Task Force will partner with Give an Hour to strengthen access to
trauma-informed behavioral health services. Victims of sextortion, elder exploitation, online
extortion, romance scams, and other cyber-enabled offenses often experience anxiety,
depression, shame, isolation, and emotional distress that can discourage reporting or
participation in criminal investigations. Community outreach activities will also serve as an
important source of intelligence and early detection. Educational events and trusted
community partnerships encourage victims, families, financial institutions, and service
providers to recognize suspicious activity sooner and report cyber-enabled crimes before
additional victims are harmed or stolen assets are transferred beyond recovery. Earlier
reporting enhances the ability of investigators to trace cryptocurrency transactions, identify
linked criminal networks, preserve digital evidence, and pursue asset recovery. The grant-
funded ASA will work with community partners to identify businesses and online domains
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used to facilitate and conduct illegal activity and work with local, state, and federal authorities
to shut them down, which may reduce this crime. The grant-funded ASA will provide
coordination, direction, and expertise to these investigations and prosecutions. They will also
deliver community education and prevention initiatives, including presentations to students on
scams, fraud, social media safety, and digital footprints; training for older adults on elder fraud
and cyber safety; development of educational resources to prevent cyber-related
victimization; and guidance to victims on protecting personal information and reducing future
victimization.

Purpose Area 7: The Cook County State's Attorney's Office proposes expanding its Crypto
and Cyber Financial Crime Task Force to serve as a prosecutor-led multidisciplinary
partnership dedicated to disrupting cyber-enabled criminal organizations, strengthening
investigations, increasing asset recovery, and improving prosecutions involving
cryptocurrency and other digital financial technologies. Rather than functioning solely as a
prosecutorial unit, the Task Force will serve as the coordinating hub connecting investigators,
financial institutions, regulators, prosecutors, victim advocates, and technology partners into a
unified response to cyber-enabled crime. The Task Force will focus on crimes targeting
vulnerable populations, including: cryptocurrency investment fraud, elder financial
exploitation, sextortion, romance scams, business email compromise, ruse burglaries, online
impersonation schemes, human trafficking financial investigations, child exploitation involving
cryptocurrency, and other cyber-enabled fraud schemes utilizing digital assets. Recognizing
that cyber-enabled crime rarely falls within the responsibility of a single agency, the Task
Force will create a permanent collaborative framework to enable partners to share
intelligence, coordinate investigations, identify emerging criminal trends, recover stolen
assets, and prosecute offenders more effectively. A comprehensive response to cyber-
enabled crime requires more than successful investigations and prosecutions. Prevention,
public awareness, and victim support are essential components to disrupting transnational
criminal organizations that rely on deception, social engineering, and the exploitation of
vulnerable populations. The VSB will work alongside prosecutors and investigative partners to
ensure victims receive comprehensive services throughout the life of the case. Victim Witness
staff will assist victims with crisis intervention, safety planning, court advocacy, referrals to
community resources, restitution information, and ongoing case communication. Integrating
victim services into the Task Force ensures that victim needs remain central to investigative
and prosecutorial decision-making while improving victim participation and case outcomes

Purpose Area 8: Cook County, through the SAO, will purchase computers, equipment, and
access to databases and analytical tools to assist prosecutors and law enforcement in the
investigation and prosecution of cyber/financial-related crimes including financial and crypto
crimes, scams, schemes, sextortion plots and/or human trafficking. Planned purchases
include a subscription to Cellebrite to unlock, extract, and analyze data from digital devices; a
subscription to Chainalysis, an industry-standard blockchain analysis platform, to trace
cryptocurrency transactions, identify patterns of illicit activity, and analyze blockchain
datasets; a high-performance forensic workstation; encrypted external storage devices for
evidence preservation; mobile forensic kits; and an analyst notebook for data visualization
and link analysis.

Purpose Area 9: The Cook County State's Attorney's Office VSB will work alongside
prosecutors and investigative partners to ensure victims receive comprehensive services
throughout the life of the case. Victim Witness staff will assist victims with crisis intervention,
safety planning, court advocacy, referrals to community resources, restitution information, and
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ongoing case communication. Integrating victim services into the Task Force ensures that
victim needs remain central to investigative and prosecutorial decision-making while
improving victim participation and case outcomes. The FCU supports long-term investigations
and vertically prosecutes targeted offenders. Their cases involve complex financial and cyber-
related cases. Prosecutors in the unit assist and support federal, state, and local law
enforcement in all aspects of the investigation and prosecution. They are involved in writing
and approving pre-indictment work including subpoenas, GPS trackers, pen registers,
consensual overhear orders, search warrants, and arrest warrants. After the arrest, the
attorney will appear in First Appearance Court, write the indictment, present it to the grand
jury and follow the case through sentencing. The full-time grant-funded ASA is assigned to the
Financial and Cyber Crimes Unit of the Multijurisdictional Bureau of the SAO. The ASA will
lead vertical prosecutions and be involved in the case from the investigative support stage,
including grand jury work and warrant approvals, through the trial process and sentencing.
The ASA will work with law enforcement agencies, particularly intelligence units from the
CCSO, the CPD, FBI, US Secret Service, and US Department of Homeland Security as well
as other federal law enforcement agencies.

In the proposed project, the grant-funded ASA will receive an intake of cases and
support ongoing investigations and prosecutions. These cases will be evaluated for potential
financial and cybercrime investigations. If a cybercrime is identified, the prosecutor will
support this investigation. This will lead to an increase in the successful investigation and
prosecution of these violent offenders and organizations. The ASA will be involved in the
vertical prosecution of the case from investigative support to sentencing. Often these cases
involve heavy use of the grand jury and the gathering of cyber and digital evidence through
subpoena and search warrants. The ASA will work with law enforcement partners to ensure
that evidence is preserved and collected properly under the law. These are often long-term,
complex investigations but can have great impact by defeating the profiteering mechanism of
the organized group.

The ASA will work closely with other law enforcement and private agencies in Cook
County to develop intelligence and support investigations on criminal organizations to identify
money laundering, fraud, and businesses that support criminal violence. These working
groups will develop the information it receives from the private sector into operational
intelligence; the next step in the process is turning this data into investigations and successful
prosecutions. These groups will roundtable those private sector agencies and law
enforcement jurisdictions to develop a strategy for an impactful investigation and prosecution
on criminal groups that have affected their organizations. Information will be mined and sent
to various intelligence committees, who will then push the information out into investigations.
In addition to supporting human trafficking, sexual assault, and domestic violence
investigations, the ASA will support parallel financial investigations into any ongoing criminal
investigation to identify additional crimes and criminal profits that could be recovered through
asset forfeiture. This project will track the number of investigations supported, the number of
subpoenas issued, the number of special orders (trackers, consensual overhears, pen
registers, search warrants), and the number of arrests, indictments, and convictions handled
by the ASA.

The explained Task Force directly supports law enforcement agencies throughout
Cook County by providing specialized investigative expertise that many agencies cannot
independently maintain. Working under prosecutor leadership, the Task Force provides:
Cryptocurrency tracing and blockchain intelligence; Digital financial investigative support;
Evidentiary guidance; Prosecutorial consultation during investigations; Asset forfeiture
support; Cross-jurisdictional coordination; Financial intelligence analysis; Digital evidence
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preservation; Specialized training for investigators and prosecutors; Technical assistance for
complex cyber-enabled investigations.

Beyond victim-focused fraud investigations, the Unit supports proactive investigations
involving narcotics trafficking, firearms trafficking, child exploitation, organized retail crime,
money laundering, human trafficking, and other offenses where cryptocurrency or digital
financial systems facilitate criminal activity. By integrating prosecutors directly into
investigative teams, cases are developed more efficiently, evidence is preserved earlier, legal
process is expedited, and prosecutions are strengthened.

*How the applicant will ensure victim safety and/or offender accountability:

The SAO VSB will work alongside prosecutors and investigative partners to ensure
victims receive comprehensive services throughout the life of each case, with victim safety as
a focus. Victim Witness staff will provide crisis intervention, individualized safety planning,
court advocacy, referrals to community resources, restitution information, and ongoing case
communication to help victims reduce their risk of further harm or victimization. In partnership
with organizations serving targeted populations, such as older adults, the State's Attorney's
Office and Cybercrime Task Force partners will also provide victims with education,
resources, and fraud prevention tools to help them recognize threats, protect their personal
and financial information, and prevent future cybercrime victimization.

These cases will be handled by expertly trained prosecutors, who will follow these
cases with a vertical prosecution method from charging to sentencing. This should ensure
that these cases are charged appropriately and prosecuted within the maximum allowable by
law. These prosecutors will understand the techniques and criminal infrastructure needed to
succeed and will also use legal means to go after the tools such as domains used by these
offenders and in addition seize and forfeit illicit profits from these offenders.

*Outcomes for knowing the goal was achieved, and how these outcomes will be
tracked.

The SAO is committed to collecting the data necessary to support the performance
measures for this grant and will evaluate the program's effectiveness through several key
performance indicators. These include the number of investigations supported, search
warrants and subpoenas executed, arrests, indictments, and prosecutions. The SAO will also
track the amount and number of victim restitution payments, assets recovered, and assets
seized and forfeited. Additional measures of success include the disruption of criminal
domains and infrastructure which will be tracked by the number of seizure warrants, number
of cases prosecuted and charged and the number of forfeitures, the support of joint
operations, increased participation from partner agencies, enhanced cross-coordination within
the SAO, and the delivery of community and law enforcement outreach events and training
programs. Program effectiveness will be monitored by tracking these performance indicators
on a quarterly basis.

How services, products, etc. will be accessible to anyone who may need them

The applicant and partners have staff/resources to assist in communicating with all
victims regardless of their disability or limited English proficiency and those who are Deaf or
hard of hearing. SAO uses someone on staff, arranges for a professional translator, utilizes
the language line, or utilizes the Office of Accessibility and Education Outreach through the
Cook County Office of the Chief Judge when working with these victims. Also, we will utilize
available OVW training courses to ensure program personnel are up to date on trends and
victim needs. The VSB at the SAO serves more than 100,000 victims and witnesses annually.
The VSB is dedicated to supporting and advocating for all victims and witnesses of crimes
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throughout Cook County. The goal is to provide compassionate assistance, ensure rights are
protected, guide victims and witnesses through the criminal justice process, and provide
information on outside resources and support. For victims and witnesses with disabilities, the
VSB has services available including special services for wheelchairs, transportation, and
accommodations. The SAO also works with the Office of Accessibility and Education
Outreach for the Circuit Court of Cook County. SAO is an ADA complaint organization.

Who Will Implement the Project

For each person: name, agency/organization, position/title, role/responsibilities on the project,
and description of how they are equipped to fulfill their role/responsibility

This project will be implemented by ASA David Williams, Deputy Chief of the Multijurisdiction
Bureau of the Cook County States Attorney’s Office, ASA Catherine Gregorovic, Supervisor of
the Financial Crimes Unit of the Cook County State’s Attorney’s Office, and the grant funded
cybercrimes ASA from the Cook County State’s Attorney’s Office.

* What is their role and responsibilities on the proposed project.

ASA Williams will: 1) coordinate the efforts of project implementation and 2) partner
with ASA Gregorovic to lead meetings to discuss the progression of the Program and cases.
ASA Gregorovic will: 1) directly supervise the grant-funded ASA; 2) help ensure the cases
chosen for potential inclusion in the project are the cases intended by this proposal; 3)
provide daily oversight and guidance on the preparation and handling of eligible cases; and 4)
partner with ASA Williams to lead meetings to discuss the progression of Program and cases.
The grant-funded ASA will be responsible for the day-to-day activities of the Cybercrime
Program including: 1) proactively building cybercrime cases by supporting law enforcement
and helping preserve the evidence through the legal process; 2) provide training to law
enforcement and prosecutors about cybercrimes and the program; 3) provide training and
awareness to community groups; 4) participate in OVW-sponsored training or technical
assistance related to the program; and 5) compile statistics to be used to complete the
required data reports.

* How are they equipped to fulfill their role/responsibility on the project
Because the program is a prosecution-based program, the Cook County State’s

Attorney’s Office (SAQ), as the chief prosecuting office for Cook County (the applicant), will
serve as the lead agency in the implementation of the Program. Deputy Chief of the
Multijurisdiction Bureau, ASA David Williams, has been a prosecutor for over 20 years. Prior
to coming to the SAO, ASA Williams was Assistant Chief Counsel for the US Department of
Homeland Security in Chicago. He is a currently a member of the FBI Cyber Crime Task
Force and the Joint Terrorist Task Force Executive Board and leads the Cook County Retail
Organized Crime Task Force. Within the SAO, ASA Williams was previously the supervisor of
the Public Corruption and Financial Crimes Unit and was in the SAO’s Gang Crimes Unit. He
has handled hundreds of investigations and prosecutions. ASA Williams will oversee the
development and implementation of the Program.

The grant-funded ASA will be supervised by the Supervisor of the Financial Crimes,
ASA Catherine Gregorovic. ASA Gregorovic has been a prosecutor for 26 years with the SAO
and has handled a variety of cases from Child Support and Juvenile cases to murder cases.
She moved into the Financial Crimes Unit 11 years ago and was promoted to a leadership
position three years ago. Prior to joining the Financial Crimes Unit, ASA Gregorovic was in the
Felony Trial division where she prosecuted all levels of felonies and completed two
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assignments as a Trial Supervisor with Felony Review. She has handled and supported
hundreds of motions, trials, and investigations over her career.

With a population of more than 5.2 million people and a geographic territory of 946
square miles, Cook County has the second largest prosecutorial office in the country. The
SAQO is responsible for prosecuting all felony and misdemeanor cases that occur throughout
Cook County and numerous civil cases under its state constitutional authority. The SAO has a
long record of implementing and managing local and federal grant programs. Presently, the
Office has 23 grant-funded programs with more than $18 million in funding (including $4.8
million for victim services) that supports over 70 staff positions; the SAO also subcontracts
with community partners through local, state, and federal grant programs and private
foundations. The Programs and Development Unit (PDU) of the SAO develops and manages
grant-funded programs. The PDU is responsible for oversight of SAO’s grant programs and
initiatives while program supervisors are responsible for the day-to-day activities of the grant-
funded staff. A separate Fiscal Department within the SAO manages all grant expenditures
and prepares required fiscal reports. The Fiscal Department tracks all local, state, and federal
funding for each separate grant program. Each grant is given a unique account number to
which all drawdowns and expenditures are linked. In addition, all PDU and Fiscal personnel
have successfully completed DOJ’s Grants Financial Management Training.

Anticipated coordination and collaboration and how it will advance project goals

The Cook County State's Attorney's Office will serve as the lead coordinating agency
for this initiative because prosecutors occupy a unique role that extends across every stage of
the criminal justice process. Under the leadership of the State's Attorney's Office, the Task
Force convenes partners from: municipal police departments throughout Cook County, federal
law enforcement agencies, state investigative agencies, financial institutions, cryptocurrency
exchanges and compliance partners, financial intelligence professionals, regulatory agencies,
victim advocacy organizations, cybersecurity specialists, and other prosecutor's offices.

This prosecutor-led model allows investigative strategies to be developed with
prosecutorial requirements in mind from the earliest stages of an investigation. Rather than
building cases after investigations are completed, prosecutors support investigators to identify
evidence, preserve digital records, pursue legal processes, coordinate asset recovery, assure
victim assistance and prepare cases for successful prosecution. The Task Force also
facilitates real-time information sharing among participating partners, allowing emerging fraud
patterns, cryptocurrency wallets, malicious domains, organized criminal networks, and
investigative leads to be rapidly disseminated across jurisdictions

Enhancing this coordinated, multidisciplinary approach strengthens the capacity of all
agencies by improving communication, reducing duplication of effort, improving
investigations, and enhancing the ability to identify, disrupt, and prosecute complex
cybercrime and cryptocurrency-crimes. Enhancing the Crypto Cybercrimes Task Force will
directly advance the project's goals by increasing collaboration, improving investigative and
prosecutorial outcomes, strengthening victim assistance and asset recovery efforts, and
enhancing the prevention, enforcement, and prosecution of cybercrimes targeting individuals.
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